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Disclaimer

This document contains information that is proprietary to American Student Assistance. This
information is provided on the condition that it shall not be reproduced in whole or in part, disclosed,
divulged, or otherwise made available to any third party, either directly or indirectly without the prior
written consent of American Student Assistance. This information includes intellectual property of
American Student Assistance (including copyrights, trademarks, and trade secrets), which may not
be used without express prior authorization by American Student Assistance. Unless expressly
specified in a formal written agreement between your organization and American Student
Assistance, this publication is provided “as is” without warranty of any kind, either express or
implied.
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Introduction

Managing electronic information has become a visible and highly regulated activity. Creating,
implementing, and enforcing corporate security policies governing email has become critical to
mitigating risk for all organizations. To ensure the security of sensitive data, American Student
Assistance (ASA) has implemented PGP Universal, based on the OpenPGP encryption standard.
The following document outlines how to set up a PGP account, send and receive secured
messages, and change account options. Should you need additional help, contact your ASA Client
Manager.

Setting up an Account

You must do a one-time account setup. The setup process starts when you receive a message
similar to the following. (Note the subject line PGP Universal Secured Message from American
Student Assistance):

Inbox
Wiew: all Messages = Messages 1-25 of 476 First | Previous | Mext | Last
Delete |
r Sender Subject Date [] Size
- PGP Universal Secured Message from ]
= GWUser American Student Assistance (ASA) Wed NMay 30, 2007 2k

When you open the message, click on the link to keys.amsa.com:

From: "Gateway User” <GWusen@asa, org»

To: Borrowengiusa.com

Subject: PGP Universal Secured Message from American Student Assistance {ASA)
Date: Wed, May 30, 2007 4:55:15 FM -0400 (EDT)

fou have received a PGP Universal Secured Message from:
GYYuseriasa.arg

To read this message securely plesse click this link:
hitps:Akeys. amsa. comdbib. ePr=Borrower¥hd0usa. com Bn=v gt E4EIsE S0 AWz hw a0 %30

For more information on your PGP options, please consult the ASA PGP External User Guide,
downloadable at: hitp Seeen s, orgfed-proff

Disclaimer

American Student Assistance's retention policy allows 30 days storage for secured messages.
After this period, they will be automatically deleted. Please retrieve your secure messages within
the 30 days limit period or ask your contact at ASA to re-send any unread messages.
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After selecting the link you are prompted to create a passphrase. Please read and follow the
recommendations for protecting your passphrase:

You have received an encrypted message from American Student Assistance

Please create a passphrase to secure future messages delivered to you.
Here are some recommendations for protecting your passphrase:

Use at least 8 characters for your passphrase.

Use non-alphabetic characters such as numbers or punctuation marks.
Use an easy to remember passphrase that you dont need to write down.
Don'tuse obvious passphrases that can be easily guessed.

Don't make your passphrase a single word.

Dontuse famous quotations.

Passphrase:

Confirm Passphrase:

© 1891-2009 PGP Corporation. All Rights Reserved.

Enter your passphrase twice (in both the Passphrase and Confirm fields) and select the Continue
button. You are then prompted to select your Message Delivery Options:

Message Delivery Options

Please select how you would like to receive future messages from American Student Assistance.

@ PGP Universal Web Messenger
| wantto use the passphrase | just entered to exchange messages with American Student Assistance securely on this Web site.

[[] Save a copy of all outgoing messages in my "Sent” messages folder.

~1 PGP Desktop or S/IMIME
| already have a key or cerificate that | wantto use to secure messages | exchange with American Student Assistance.
Choose Option

Setting the PGP Web Messenger Option

The Web Messenger option is selected by default). In the vast majority of cases, this option is
used, and the one ASA recommends.

Once you select the Web Messenger option, your message appears.
e To learn about working with Web Messenger: see “Using PGP Web Messenger” on page 6

e The PGP Desktop or S/MIME option is for advanced users only. Choose this option if you
have a PGP Public Key, the PGP Desktop application, or an S/IMIME certificate. You will be
prompted to import your key or certificate into ASA’s PGP Universal Server

To learn about the PGP Desktop or S/IMIME option: see “Setting up PGP Desktop or
S/MIME” on page 6

Note: You can change your delivery option at a later time (see ” Changing Message
Delivery Options” on page 10)
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Setting up PGP Desktop or S/MIME Delivery

On receiving a naotification email (see page 4):

1. Click on the web link in the message, and create a passphrase (see page 4)
2. The Message Delivery Options window appears:

Message Delivery Options

Please select how you would like to receive future messages from American Student Assistance.

@ PGP Universal Web Messenger
| wantto use the passphrase | just entered to exchange messages with American Student Assistance securely on this Web site.

[] Save a copy of all cutgoing messages in my "Sent” messages folder.

) PGP Desktop or SIMIME
| already have a key or cerificate that | want to use to secure messages | exchange with American Student Assistance.
Choose Option

3. Select the PGP Desktop or S/MIME radio button, and click the Choose Option button.
4. Follow the on screen prompts to upload your PGP key or your S/IMIME certificate.

Using PGP Web Messenger

PGP Web Messenger is a web based mail client used to secure your communication with American
Student Assistance (ASA). Please note the following:

e The default size limit for your “Secure Inbox” is 15MB, and:
e The default message size with attachments is limited to 10M

Note: You can request more storage space by contacting your Client Manager. When your
storage space is increased, your maximum message size is also increased to 15 MB.

e Messages stored in your Secure Inbox are removed from the server after 30 days.

Because of these restrictions, do not use Web Messenger as a storage area. If
necessary, save copies of your messages and attachments on your computer or network.

Opening a Secured Message

When a secured message is sent to you, you'll receive a message identical to the one you received
when setting up your account (see page 4). Do the following to access the message:

1. Click on the link in the message. You'll see the following:

o, American

Student
Assistance*

American Student Assistance eoer EIiEr T [T

In order to gain access to your account and messages you must
first enter your email and passphrase associated with this account. Passphrase: |

| lost my passphrase

® 1991-2009 PGF Corporstion. All Rights Reserved
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2. Enter your Passphrase (see previous figure). Your Inbox appears:

k= Settings =« Help &4 Logout

4, American

Student
Assistance*

¥ Compose cevermette02061@yahoo.com's Secure Inbox
Message 1-20f2  First | Previous | Next | Last
4 Sent D2y from | subject Receved v | size
B = Vermette, Charles Secure Email - Revisions Today 1:04 PM 6 KB
(] ; Vermette, Charles  Secure Email - Draft for Review Today 1218 PM 6 KB
@ Delete Message 1-20f 2 First | Previous | Next | Last

Last logged in: 111411 12:56 PM

3. Double click in the table on the message header. The full message appears. Note that you
have options similar to those in Outlook and other popular Email clients:

== Seflings = Help &3 Logout
o, American
Student
Assistance™
Use the Settings c
button to Change %‘ ompose { “ Reply “ <= Reply To All “ 2 Delete ] | { = Print J | Message Source Message 10f2  First | Previous | Next | Last
your passphrase M7 Inbox .
(See page ]_]_) ~ From: “Vermette, Charles” <cvermette@asa.org= 1114111 1:.04 PM
or delivery method — To: <cevermette02061@yahoo.coms=
9} Subject: Secure Email - Revisions

(see page 10).

Per your request

Charles E. Vermette Technical Writer

Compose, Inbox and
Sent buttons.

‘ cvermette @asa.org

American Student Assistance |

100 Cambridge Street, Suite 1600 ‘ Boston, MA 02114
For instruCtiOnS on Direct: §17.521.6158 | Main: 800.999.9080, ext. 158

creating a message,

see “Initiating a New
Secured Email
Message” on page 8

The content of this e-mail is confidential and proprietary to American Student Assistance® (ASA). It is intended as private communication
for the purpose indicated and may not be reproduced or distributed without permission of the sender. If you are not the intended recipient,
please notify Asa® immediately—by replying to this message or by sending an e-mail to compliance2@asa.org—and destroy all copies of

this message and any attachments without reading or disclosing their contents.

American Student Assistance and ASA are registered trademarks of American Student Assistance. All rights reserved

{ “ Reply “ <+ Reply To All “ @ Delete ]w = Print Message 10f2  First| Previous | Next | Last

Reply, Delete and
Print Buttons
4. Do one of the following:
O Click on the Logout button (top right corner) to exit Web Messenger
O Click the Inbox or Sent button to review another message.
O Click the Compose button to create a new message (see next section).
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Initiating a New Secured Email Message

You can use Web Messenger to create a secure email message to an ASA employee. Note that
Web Messenger can only be used for messages to and from ASA users. You cannot use it to
send messages to sources outside of ASA.

1. Are you already logged on to Web Messenger?

Yes: go to step 2
No: browse to https://keys.amsa.com and enter your email address and your passphrase:

A American

Student
Assistance*

American Student Assistance Please login to access your secure inbox:

In order to gain access to your account and messages you must .
first enter your email and passphrase associated with this account. Email Address:

Passphrase:

llost my passphrase

Login
© 1991-2009 PGF Corporation. All Rights Reserved.
2. Click on the Compose button. A new message window appears:
= Settings (= Help &3 Logout
. American
Student
Assistance*
Important:
addresses
included in “To:" 4 Send || # Attach || X cancel |
and “Cc:” fields 47 Inbox \
can onIy be cevermette02061@yahoo.com
aSa.Org :  cvermette A5a.01g
addresses. 4 Sent @

Cc

Click to attach Subject: Review

files.

Important: The
attached files are
encrypted along
with the message
(itis not
necessary to
encrypt the files
before attaching
them)

Review Comments 1.docx (0 KB), Review Comments 2.docx (0 KB)

| have questions/comments on pages 10 and 12. CV

+ Send || # Attach || X Cancel |
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3. Do you want to attach files?
No: go to step 4.
Yes Click the Attach Files button (see previous figure).
You'll see the following popup window. Follow the onscreen instructions:

1. Click Browse to select the file you want to attach.

2. Click Attach.

3. Repeat steps 1 and 2 to add more attachments. To remove an attachment, select
it below and click Remove.

Total size: 0 KB (20 MB maximum};

| Cancel || OK |

Note: you can add or remove attachments before you send the message using the Paper
Clip button:

| + Send || # Attach || X Cancel |

From: cevermette02061@yahoo.com

To: cvermette@asa.org
Cc:

Subject: Review
Review Comments 1.docx (0 KB), Review Comments 2.docx (0 KB)

4. Click the Send button.

You're returned to the Inbox, and you'll receive a confirmation notice indicating that your
message has been sent:

ra
# Message Sent
Your message was sent.

ps -
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Changing your Settings

You can change your settings, including
e Changing Message Delivery Options,
e Changing your passkey, and:

e Resetting your passkey

Changing Message Delivery Options

1. Are you already logged on to Web Messenger?
Yes: go to step 2

No: browse to https://keys.amsa.com and enter your email address and your passphrase
(see figure on page 8).

2. Click the Settings icon:

' American = Seftings =4 Help &3 Logout
AL
Student
Assistance*
&| Compose [« Reply || <= ReplyToAll || @ Delete ||| 2 Print || Message Source Message

You are taken to the Secure Messaging Settings screen, where you can select another
delivery method:

Secure Messaging Settings

You are currently registered as a PGP Web Messenger user.

Flease select how you would like to receive future messages from American Student Assistance.

@ PGP Universal Web Messenger
Let me read all my messages from American Student Assistance securely on this Web site.

[] Save a copy of all outgoing messages in my "Sent” messages folder.

-1 PGP Desktop or SIMIME

| already have a key or certificate that | want to use to secure messages | exchange with American Student Assistance.

| Change My Passphrase ] Choose Option

3. Select the desired radio button, and click the Choose Option button (lower right corner).
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Changing Your Passphrase

1. Are you already logged on to Web Messenger?

Yes: go to step 2

No: browse to https://keys.amsa.com and enter your email address and your passphrase
(see figure on page 8).

2. Click the Settings icon:

= Seftings =) Help & Logout

4, American

Student
Assistance®

R| Compose [ Reply || < ReplyToAll || @ Delete ||| 2 Print || Message Source Message

You are taken to the Secure Messaging Settings screen:

Secure Messaging Settings

You are currently registered as a PGP Web Messenger user.

Please select how you would like to receive future messages from American Student Assistance.

@ PGP Universal Web Messenger
Let me read all my messages from American Student Assistance securely on this Web site.

[7] Save acopy of all outgoing messages in my "Sent” messages folder.

) PGP Desktop or SIMIME

| already have a key or certificate that | want to use to secure messages | exchange with American Student Assistance.

[ Change iy Passphrase |

3. Select the Change my Passphrase button (lower left corner)
4. You are prompted to enter and confirm your new passphrase:

Change Passphrase

Here are some recommendations for protecting your passphrase:

e Use atleast 8 characters for your passphrase.

» Llse non-alphabetic characters such as numbers or punctuation marks.
e Use an easy to remember passphrase that you don't need to write down.
« Dontuse obvious passphrases that can be easily guessed.

e Dontmake your passphrase a single word.

« [Dontuse famous quotations.

Current Passphrase:
New Passphrase:

Confirm New Passphrase;

| GoBack || Continue |

5. Select the Continue button to register your new passphrase. You'll see the following alert:

# Passphrase Changed
Your passphrase was changed.
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Resetting a Forgotten Passphrase

Before you begin: The passphrase resetting procedure may not work if you have multiple accounts
set up in Web Messenger. Contact your Client Manager or ASA contract should you encounter
difficulty.

1. Browse to https://keys.amsa.com
2. Select the “I lost my passphrase” link:

American Student Assistance Please enter your passphrase:

In order to gain access to your account and messages you must
first enter your email and passphrase associated with this account. Passphrase:

I | lost my passphrase I

Login

3. Enter your email address to receive a link where you can safely reset your passphrase:

Reset Passphrase

Please enter your email address to receive a link where you can safely reset your passphrase. Your current passphrase will remain active
until you enter a new one.

Email Address:

You'll see the following. Note that your password can only be changed once every 24 hours

Passphrase Reset Message Sent

You will receive an email containing a link to reset your passphrase. Please note that you can only reset your passphrase once every 24

hours.
4. Click the OK Button.
5. Check your Inbox. You should receive an email message similar to the following:
PGP Universal Password Reset Inbox
PGP Universal <do-notoreply@amsa.com= 1212 pm (1 minute ago) | 4 Reply | *

Yfou can reset your passphrase by clicking on the following URL:

https:/keys. amsa.comdbip. e Prid=EWIBOWY DIKY IAWEUHBMNTE A17 D4

4 Reply ¥ Forward
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6. Press the link contained in this email to securely reset your passphrase. You will be
prompted to create a new passphrase

Create Your Passphrase

Your passphrase has been reset. Please enter a new passphrase.
Here are some recommendations for protecting your passphrase:

» Use atleast & characters for your passphrase.

# Use non-alphabetic characters such as numbers or punctuation marks.
# Use an easyto remember passphrase that you dont need to write down.
» Dontuse obvious passphrases that can be easily guessed.

» Dont make your passphrase a single word.

» Dontuse famous quotations.

Passphrase:

Confirm Passphrase:

7. Enter and confirm the new Passphrase and click Continue.

You can now use your new passphrase to log in.
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