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Disclaimer 

This document contains information that is proprietary to American Student Assistance. This 
information is provided on the condition that it shall not be reproduced in whole or in part, disclosed, 
divulged, or otherwise made available to any third party, either directly or indirectly without the prior 
written consent of American Student Assistance. This information includes intellectual property of 
American Student Assistance (including copyrights, trademarks, and trade secrets), which may not 
be used without express prior authorization by American Student Assistance. Unless expressly 
specified in a formal written agreement between your organization and American Student 
Assistance, this publication is provided “as is” without warranty of any kind, either express or 
implied. 
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Introduction 

Managing electronic information has become a visible and highly regulated activity. Creating, 
implementing, and enforcing corporate security policies governing email has become critical to 
mitigating risk for all organizations. To ensure the security of sensitive data, American Student 
Assistance (ASA) has implemented PGP Universal, based on the OpenPGP encryption standard. 
The following document outlines how to set up a PGP account, send and receive secured 
messages, and change account options. Should you need additional help, contact your ASA Client 
Manager. 

Setting up an Account 

You must do a one-time account setup. The setup process starts when you receive a message 
similar to the following. (Note the subject line PGP Universal Secured Message from American 
Student Assistance): 

 

When you open the message, click on the link to keys.amsa.com: 
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After selecting the link you are prompted to create a passphrase. Please read and follow the 
recommendations for protecting your passphrase: 

 

Enter your passphrase twice (in both the Passphrase and Confirm fields) and select the Continue 
button. You are then prompted to select your Message Delivery Options: 

 

Setting the PGP Web Messenger Option 

The Web Messenger option is selected by default). In the vast majority of cases, this option is 
used, and the one ASA recommends.  

Once you select the Web Messenger option, your message appears. 

 To learn about working with Web Messenger: see “Using PGP Web Messenger” on page 6 

 The PGP Desktop or S/MIME option is for advanced users only. Choose this option if you 
have a PGP Public Key, the PGP Desktop application, or an S/MIME certificate. You will be 
prompted to import your key or certificate into ASA’s PGP Universal Server 

To learn about the PGP Desktop or S/MIME option: see “Setting up PGP Desktop or 
S/MIME” on page 6 

Note: You can change your delivery option at a later time (see ” Changing Message 
Delivery Options” on page 10) 
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Setting up PGP Desktop or S/MIME Delivery 

On receiving a notification email (see page 4): 

1. Click on the web link in the message, and create a passphrase (see page 4) 

2. The Message Delivery Options window appears:  

 

3. Select the PGP Desktop or S/MIME radio button, and click the Choose Option button. 

4. Follow the on screen prompts to upload your PGP key or your S/MIME certificate. 

Using PGP Web Messenger 

PGP Web Messenger is a web based mail client used to secure your communication with American 
Student Assistance (ASA). Please note the following: 

 The default size limit for your “Secure Inbox” is 15MB, and: 

 The default message size with attachments is limited to 10M 

Note: You can request more storage space by contacting your Client Manager. When your 
storage space is increased, your maximum message size is also increased to 15 MB. 

 Messages stored in your Secure Inbox are removed from the server after 30 days. 

Because of these restrictions, do not use Web Messenger as a storage area. If 
necessary, save copies of your messages and attachments on your computer or network. 

Opening a Secured Message 

When a secured message is sent to you, you’ll receive a message identical to the one you received 
when setting up your account (see page 4). Do the following to access the message: 

1. Click on the link in the message. You’ll see the following: 
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2. Enter your Passphrase (see previous figure). Your Inbox appears: 

 

3. Double click in the table on the message header. The full message appears. Note that you 
have options similar to those in Outlook and other popular Email clients: 

 

4. Do one of the following: 

 Click on the Logout button (top right corner) to exit Web Messenger 

 Click the Inbox or Sent button to review another message. 

 Click the Compose button to create a new message (see next section). 

Reply, Delete and 
Print Buttons 

Use the Settings 
button to change 
your passphrase  
(see page 11)  
or delivery method  
(see page 10). 

Compose, Inbox and 
Sent buttons. 

For instructions on 
creating a message, 
see “Initiating a New 
Secured Email 
Message” on page 8 
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Initiating a New Secured Email Message 

You can use Web Messenger to create a secure email message to an ASA employee. Note that 
Web Messenger can only be used for messages to and from ASA users. You cannot use it to 
send messages to sources outside of ASA. 

1. Are you already logged on to Web Messenger? 

Yes: go to step 2 
No: browse to https://keys.amsa.com and enter your email address and your passphrase: 

 

2. Click on the Compose button. A new message window appears: 

 

Important:  
addresses 
included in “To:” 
and “Cc:” fields 
can only be 
asa.org 
addresses. 

Click to attach 
files.  

Important: The 
attached files are 
encrypted along 
with the message 
(it is not 
necessary to 
encrypt the files 
before attaching 
them) 

https://keys.amsa.com/
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3. Do you want to attach files? 

No: go to step 4. 

Yes Click the Attach Files button (see previous figure).  

You’ll see the following popup window. Follow the onscreen instructions: 

 

Note: you can add or remove attachments before you send the message using the Paper 
Clip button: 

 

4. Click the Send button. 

You’re returned to the Inbox, and you’ll receive a confirmation notice indicating that your 
message has been sent: 
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Changing your Settings 

You can change your settings, including 

 Changing Message Delivery Options, 

 Changing your passkey, and: 

 Resetting your passkey 

Changing Message Delivery Options 

1. Are you already logged on to Web Messenger? 

Yes: go to step 2 

No: browse to https://keys.amsa.com and enter your email address and your passphrase 
(see figure on page 8). 

2. Click the Settings icon: 

 

You are taken to the Secure Messaging Settings screen, where you can select another 
delivery method: 

 

3. Select the desired radio button, and click the Choose Option button (lower right corner). 

https://keys.amsa.com/
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Changing Your Passphrase 

1. Are you already logged on to Web Messenger? 

Yes: go to step 2 
No: browse to https://keys.amsa.com and enter your email address and your passphrase 
(see figure on page 8). 

2. Click the Settings icon: 

 

You are taken to the Secure Messaging Settings screen: 

 

3. Select the Change my Passphrase button (lower left corner) 

4. You are prompted to enter and confirm your new passphrase: 

 

5. Select the Continue button to register your new passphrase. You’ll see the following alert: 

 

https://keys.amsa.com/
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Resetting a Forgotten Passphrase 

Before you begin: The passphrase resetting procedure may not work if you have multiple accounts 
set up in Web Messenger. Contact your Client Manager or ASA contract should you encounter 
difficulty.  

1. Browse to https://keys.amsa.com 

2. Select the “I lost my passphrase” link: 

 

3. Enter your email address to receive a link where you can safely reset your passphrase: 

 

You’ll see the following. Note that your password can only be changed once every 24 hours 

 

4. Click the OK Button. 

5. Check your Inbox. You should receive an email message similar to the following: 
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6. Press the link contained in this email to securely reset your passphrase. You will be 
prompted to create a new passphrase 

 

7. Enter and confirm the new Passphrase and click Continue. 

You can now use your new passphrase to log in. 
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